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Introduction

Intended audience

This Guide is intended to help administrators that operate storage systems (from now on,

storage) based on the RAIDIX 4.7 software.

The Guide provides information on how to configure and administer the storage system based

on the RAIDIX 4.7 software.

How the guide is organized

This guide includes the following sections:

1.

Quick Start: provides a general description of RAIDIX 4.7 web interface, description of

quick dual-controller mode configuration, first system start procedure.

Working with RAID: provides a detailed description of operations with RAIDs: the

creation of arrays, RAID parameters setup, RAID reload and migration.

Working with LUNSs: provides a detailed description of operations with LUNs and

creation of masking rules.

Working with NAS: provides the detailed description of the configuration and work with

Network Attached Storage, implemented in RAIDIX 4.7.

Working with Hosts and Interfaces. provides the detailed description of the managing

provides detailed information on adapters.

Setting Up Advanced RAID Parameters provides the detailed information about

additional RAID parameters that improve system paformance and reliability.
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7. Setting Up System Parameters:provides the detailed information about nodes, license,
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sensors, network set up parameters.

8. Working with Drives: describes the hot spare setup, the procedure of scanning the

drive, SMART diagnostics.

9. System Monitoring: provides detailed information on nodes, sensors, and system

performance.

10. Troubleshooting provides detailed descriptions of errors that mightoccur in the process

of using RAIDIX 4.7 and explains how to troubleshoot and fix these erras.

Guide Conventions

The Guide uses the following typefaces and formatting to specify different names and terms:

Convention Meaning

Bold Screen names, file names

Italics Term references, additional information
Courier New Commands

Text elements that need your special attentionare marked with the following symbols:

o Note ¢ a note providing valuable information.

@ Warning ¢ directions to be followed to guarantee the proper work of the software.

All rights reserved © RAIDIX, 2018 Page 10/383

oY

b



RAIDIX | gayAycCCoCache
Contact Us

If you have any comments or suggestions on the improvement of the RAIDIX administrator
documentation, please send them to the doc.comments@raidix.comd6 3 Au =y a¢ Cuu @&+ ¢
title and revision number in your ktter. Refer to the specific pages and sections whenever

possible.

Third-side software use limitation

Perform the upgrade of the RAIDIX software only by update packages provided by RAIDIX
C U 6 a ot ugeidhirdiside updates and package installation tools (yum, rpm) § it may result in

the system malfunction and loss of warranty.

All rights reserved © RAIDIX, 2018 Page 11/383
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About RAIDIX 4.7

The RAIDIX 4.7 software is a unique development of RAIDIX for the creation of high

performance data storage systems.

The RAIDIX 4.7 software is perfectly suited for tasks with highperformance requirements,
reliability, and operational continuity by using the parallel computing and unique mathematical

algorithms of our design.

RAIDIX 4.7 supports a single -controller mode when one node is active (Figure 1) and adual -
controller active -active mode, when both nodes are active and have access to the same set

of drives (Figure 2),

v \

] ]

] ]

: RAIDIX :

: :

] ]

X / \ !

: o '

iSCSI, FC, 1B, o

NAS, SAS ! P !

A\ E St O i
Host : :

Figure 1. RAIDIX 4.7 Single-controller mode
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NAS, SAS

The RAIDIX 4.7 functionality

iSCSI, FC, IB,

RAIDIX DC
IB, iSCSI, SAS
A Synchronization ——0——

Heartbeat

o] [o] (o] (o]
o o] ] o]
(o] o o o
) le] le] ]
o] [o] o] (o]
(o] o] (o] [o]
Enclosure

P R R o, I .

Figure 2. RAIDIX 4.7 Dual-controller mode

of Network Attached Storage (NAS) supports both single and

dual-controller modes and operates in the Active-Passive mode.To learn more, see Network

attached storage (NAS).

Manage the system fromRAIDIX 4.7 web interface (Figure 4) or the command console by using

CLI commands. To learn more, see Appendix A.

All rights reserved © RAIDIX, 2018
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RAIDIX 4.7 Features
RAID levels RAID 0, RAID 5,RAID 6, RAID 7.3, RAID 10, RAID N+M

Maximum number of drives in 64

one RAID group

Maximum number of drives in 600

the system
Number of LUNSs 447

Number of hosts supported 32

(direct connection)

Browsers support Mozilla Firefox - from 17.0;
Opera - from 11.6;
Google Chrome - from 24.0;
Apple Safari- from 6.0;

Internet Explorer - from 10 (Browser mode: IE10).

Virtualization platforms VMware ESX 3.5/4.0/4.1/5.0/5.1/5.5/6.0;
support VMware ESXi Server 6.0,6.5;
KVM (Kernel-based Virtual Machine);
RHEV (Red Hat Enterprise Virtualization);

Microsoft Hyper-V Server, XenServer, Proxmox VE

Client OS support Ml @S+ 10.6.8 and older, 10.7, 10.8, 10.9, 10.10;
Microsoft ® Windows® Server 2008/ 2008 R2/ 2012/2012 R2, 2016
Microsoft ® Windows® XP/Vista/7/8 (32 -, 64-bit),

Red Hat Linux, SUSE, ALT Linux, CentOS Linux, Ubuntu Linux;
Solaris 10

MPIO Mac OS X Lion 10.7, 10.8 in single-controller mode with Xsan
component, Microsoft ® Windows® Server 2008/2008
R2/2012/2012 R2, 2016; Microsoft ® Windows® 7/8

All rights reserved © RAIDIX, 2018 Page 14/383
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VMware ESX 4.0/ 4.1/ 5.0/ 5.1/ 5.5/6.0

Linux: (including but not limited to) Red Hat Linux, SUSE, ALT Linux,
CentOS Linux, Ubuntu Linux; Solaris 10

@ Windows 7 and Windows 8 do not support MPIO by default, but

you can setup this functionali  ty if needed. To learn more, see
RAIDIX 4.7 MPIO Setup on Windows 7 a nd Windows 8

Recommendations .

High-speed communication 1 InfiniBand (FDR, QDR, DDR),

channels support f Fibre Channel 8, 16 Gbit/s § in both directions § maximum

amount of ports - 24,

1 Backward compatible with 4Gb and 2Gb Fibre Channel

devices,
T SAS 12 Gbit/s,
1 iSCSI (1,10 Ghit/s).

NAS protocols support SMB, NFS, FTP, AFP.

Dual-Controller Mode

The RAIDIX 4.7 Dual-Controller mode ensures continuity of data access.

The RAIDIX 4.7 software achieves fault-tolerance by using two cluster nodes operating
simultaneously in the active -active mode (dual-controller mode) and having access to oneset
of drives. Nodes interact over InfiniBand, iSCSI (over Ethernet) and SAS interfaces which

enables synchronization of data and caches.

Due to the standby cache synchronization in bothdirections, a remote node always contains
an up-to-date copy of data in a local node cache. Thus, if one of the nodes fails, the other node
transparently takes the entire workload, allowing the administrator to fix errors without stopping

the system.

All rights reserved © RAIDIX, 2018 Page 15/383
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@ Make sure both nodes have the same hardware configuration before starting to work

with the system in dual -controller mode. T ypes and models of proc essors and adapters,

and RAM size must be the same

In RAIDIX 4.7, you can place arrays asymmetrically on the nodes;each RAID will be active on
one of the nodes through which access to the RAID resources will be provided.You can specify
the array preference parameter (@ffinity ) for every created RAID. It means that you can define
on which node RAID will beactive (available for read and write operations) and on which it will

be passive (not available for read and write operations).

The RAIDIX 4.7 dual-controller mode allows you to performRAID migration from any node of
the cluster to balance the nodes workload. This leads to theaffinity parameter change: RAID

becomes active on another node. To learn more, see Migrate a RAID.

Each node has its IP address. To configure dual-controller mode, open the web interface of
each node, using the appropriate IP address, and set up Heartbeat connection parameters

separately on every node. To learn more, see Dual-Controller mode configuration.

Duplication of hardware components and interfaces provides the protection against the

following failures:

71 Failure of one of the hardware components (CPU, motherboard, power supply unit,
controller, system drive);

1 enclosure connection interface failure (SAS-cable, 1/0- module);
1 the shutdown of one of the nodes;

1 occurrence of software errors on one of the nodes.

If a failure occurs, the system performs automatic nodes switching (failover ). To learn more,

see Automatic failover.

All rights reserved © RAIDIX, 2018 Page 16/383
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1. Quick Start

This section provides the simple instructions on how to manageRAIDIX 4.7 software:

1. Web interface overview

2. Dual-Controller Mode Configuration

3. Create a RAID

4, Create a LUN

5. Set up InfiniBand

6. SetupiSCSI
7. Set up Fibre Channel

8. Setup SAS

9. Create a NAS share

1.1. Web interface overview

( )
@ Make sure JavaScript and cookies are enabled in your web browser

___ y,
@ To start working with the system, complete the installation and license configuration.
= Tolearn more , see RAIDIX 4.7 Inst allation and configuration g uide .

\ J

After you installed the system, open the web interface and do the following:

1. Launch any supported web browser. In the address bar, type the IP address of the

system using the following format:

http://{IP address}

All rights reserved © RAIDIX, 2018
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A system administrator assigns an IP address of the system. To learn more, see
RAIDIX 4.7 [Installation and configuration g uide .
. J

@ The system can also use HTTPS. Since RAIDIX currently uses a self -signed security

certificate, the browser will generate the warning about insecure connection, while

using HTTPS. To proceed, open advanced settings and add an exception.

2. The RAIDIX login dialogue will appear Figure 3).

RAIDIX

Username
Password

Figure 3. RAIDIX login window

3. In the Username field, type admin, in the Password field, type raidix , and click

Log In.

4. The RAIDIX 4.7 dashboard will open. The main page includes information about

volumes, drives, RAIDs, sparepools, and general system status (Figure 4).
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= RAIDIX GEEY3 nAs  HOSTS &INTERFACES  SYSTEM  MONITORING
Dashboard RAID List SE&FEPDNS Drives Drives Scan RAID Profiles RAID Import Proxied LUMs
Volumes
Drives wice
Direct Attached Drives 2 8 2
12 drives 5 working 5 available reserved
RAIDs :ide
Online
al RAID 0
- Passive
(= Create RAID [=] Create LUN
SSD Cache is not configured
SparePools e
spl 2 drives 01 10GB

& Create SparePool

Figure 4. RAIDIX 4.7 Dashboard: dual-controller mode

1.1.1. Software Interface Language

raldix] Q—@ raidix2 @admm

® 2drives

To select interface language in the upper right corner of the RAIDIX 4.7 Ul, click on the

username and choose a language from the dropdown list. English, Russian, Chinese, and

Korean are available (Figure 5).

raidix0 @—@ raidix1 @admm

Language: | English v
Chy pyceknia
=0
e

Figure 5. RAIDIX 4.7 interface language
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1.1.2. Wi.izards

Perform the initial setup with wizards available in the RAIDIX 4.7. The following operations are

assisted:

1. RAID creation

The wizard is located in the Storage menu on the Dashboard page (Figure 6).
2. LUN creation

The wizard is located in the Storage menu on the Dashboard page (Figure 6).
3. SparePool ¢ reation

The wizard is located in the Storage menu on the Dashboard page (Figure 6).
4. 3 i 6 Craaticd

The wizard is located in the NAS menu on the Shares page.
5. Configure DC

The wizard is located in the System menu on the Nodes page.

All rights reserved © RAIDIX, 2018 Page 20/383
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= RAIDIX BT nAc  HOSTS & INTERFACES  SYSTEM  MONITORING
Dashboard RAID List SQEFEPDNS Drives Drives Scan RAID Profiles RAID Import
Volumes

11, 2,792 GIB | ISCSI
Drives Hice

LS| CORP SAS2X36
8 drives

5 3
5 working 5 available

11, 2,792 GIB | I5C51

r
SSD Cache is not configured

(= SSD Cache Settings

SparePools are not created

& Create a SparePool

Active
Online

raidix1 w g2 (§) admin

RAID & — 5 & Al

Figure 6. Example of wizards presented on the Dashboard page

1.1.3.

Surrounding RAIDIX systems

The RAIDIX 4.7 software implements an option that allows you to discover all RAIDIX systems

that are running on the local netwak. You can gather information on nodes (types, names,

alerts, cluster alerts) and failover statuses Figure 7).

To access the Surrounding RAIDIX | ist page, in the upper left corner of the menu, click the

list icon =—.
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= RAIDIX SoRAGE NAS  HOSTS & INTERFACES — SYSTEM  MONITORING raidix1 wm (T admin

Surrounding RAIDIX List
wproe |

E] D @ vmstorage] raidix com —

vmstorage?2 raidix.com 2 drives
D @ sunrise — —
D & uno — —
D & raidix3 — —
0 @ paukdc2 — —
D @ cage — —
D @ raidix95.RAIDIX.COM — —

Figure 7. Surrounding RAIDIX List page

To find RAIDIX systems in your network, specifyinterface , broadcast a ddress, and timeout
(waiting period for RAIDIX systems esponse) parameters values or just use default values and

click Discover .

1.2. Dual-Controller mode configuration

After you connected the nodes to the one enclosure, installed the system and configured

license parameters (for details, see RAIDIX 4.7 Installation and configuration guide), configure

dual-controller mode to set up heartbeat connection and nodes synchronization.

e After configuring dual -controller mode, you can manage both nodes from t he web

interface of any of them by clicking the links to the remote node.

To set up heartbeat connection, do the following:

@ While using two -port Mellanox Connectx -4(3) VPI adapters, avoid the configuration

with one port in Ethernet mode and another port in InfiniBand mode.

1. In the main menu click System , and move to the Network page.
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2. Inthe Network Interface Parameters, select the line of the port, that youwant to use for

the Heartbeat, and click :, then Edit. The pane to set up the network interfaces

parameters will appear (Figure 8).

Network Interfaces Parameters

ensig Up 1,000 Mb/s Yes Yes 172.16.22.201 255.255.2520 1500

ensio up 1,000 Mb/s .: 10.17.15 2552552550 1500

Cancel
Figure 8. Setting up heartbeat connection parameters
3. Specify Enabled parameter as On, specify the IP address and Netmask parameters

values in the appropriate fields. To learn more, see Set up network interfaces

parameters.

@ Heartbeat IP address on both nodes must be from the same subnet .

4. Click Apply to save settings.
5. Repeat steps 1-4 for the second node.

6. In the main menu click System , and move to the Nodes page (Figure 9).

= RAIDIX S/ORAGE NAS  HOSTS & INTERFACES MONITORING @ raidix1  (f) admin
m Network License Motifications Configuration Recovery Time Settings
Nodes
upPs
Status
— raidix1 — & 1 Active & Healthy — — Power On ~

UPS Configuration

Figure 9. Nodes page before configuring dualcontroller mode

7. Click Configure DC . The pane to add the emote node settings will appear (Figure 10).
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= RPAIDIX SIORAGE NAS  HOSTS & INTERFACES MONITORING

Network License Naotifications Configuration Recovery  Time Settings

Nodes

— raidixi — & 1 Active & Healthy — — Power On

Remoate Remote P

Figure 10. Dual-controller mode configuration

8. Inthe Remote IP field, specify the Heartbeat IP address of the remote node (specified

in step 3) and click Configure .

9. Parameters for the second node will appear in the table. Both nodes will have

automatically assigned ID in the Heartbeat column (Figure 11).

10. If necessary, enable the Persistent reservation s ynchronization with switch (Figure

11). This option must be on while using Windows or HyperV clusters.

= RAIDIX o was  HosTsenterraces ([BRIEN)  MOMITORING

m Metwork License Notifications Configuration Recovery Time Settings

Nodes

UPS
Status

1 raidix2 & 1721622202 & 1 Passive & Healthy & Healthy [EE*E], Failover Power On ~
UPs Configuration

0 raidixl & 172.16.22.201 & 1 Active & Healthy & Healthy — PowerOn  «
e )

© Disable DC Mode Write Through Without

Synchronization

Single Mode

raldixt Q—@ raidix2 @admm

Persistent reservation
synchronization

Figure 11. Nodes page. Dual-controller mode
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For the system to work properly in the duatcontroller mode, it is necessary to select targets for

the cache synchronization over InfiniBand, iSCSI or SAS and start OpenSM service (for

synchronization over InfiniBand).

1.2.1. Set up InfiniBand synchronization

lgayAyc¢cCCoCaCAc¢

with one port in Ethernet mode and another port in InfiniBand mode.

@ While using two -port Mellanox Connectx -4(3) VPI adapters, avoid the configuration

N S

1. Inthe main menu clickHosts & Interfaces and move to the Adapters page. The table,

a ¢uC eA +06+uUuc¢cA ¢cA+-ucCaAybDsaCyaA acuc

Cuu

in which each target corresponds to the one InfiniBand port, will appear Figure 12).

= RAIDIX swosece nas SYSTEM  MONTORING

Hosts SCS|Targets  QoSmic  SAN Optimizer

iSCSI Ports
eth0 00:25:90:7b:25:c4 172.16.21.101 2552552540 Up — 100 Mb/s
ethl 00:25:90:7b:25:C5 — — Down — —

InfiniBand Adapters

mix4_0:1 0025:90ff:ff17:7799 0025:90ff ff17:7798 Active LinkUp 40 Gb/s

Fibre Channel Adapters

ATTO Celerity FC-162E 20:00:00:10:86:03:95:4a 10:00:00:10:86:03:95:4a Up 16 Gb/s
ATTO Celerity FC-162E 20:00:00:10:86:03:95:4b 10:00:00:10:86:03:95:4b Up 16 Gb/s
SAS Adapters

Down Unknown 0 50:06:05:b0:08:91:88:40 — 0

Down Unknown 1 50:06:05:b0:08:91:88:40 — 0

Figure 12. Adapters page

raidix1 [a—m raidix2 @admm

Target Synchronization

QLogic Initiator Mode

Celerity Initiator Mode

Disabled

2. Click Target s ynchronization to open a setup window (Figure 13).
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Select Targets for Synchronization
18 0025:90fff17:7798
FC 21:00:00:10:86:02:94:3e
FC 21:00:00:10:86:02:94:3¢
SAS 500605b0090b24c0
SAS 500605b0089 18840
SAS 500605b0090b24c4
SAS 500605b0089 18844
Figure 13. Selecting Targets for Synchronization
3. 30Au+¢ '5)$% aa CGuo +aCCucAaAgyAa )AuyAy

and click Select.

4. Repeat steps 1-3 on the second node, selecting the appropriate GUIDs for

synchronization.

4 )
The best way to set up the sync is the following: leave active InfiniBand connections
only for synchronization and specify adapters with LinkUp status as targets for
synchroni zation in the appropriate window ( Figure 13. Selecting Targets for
- J
( )
@ Only one subnet manager can run on each InfiniBand fabric, so the configuration steps
¥  mustbe performed only on one node.
. J

To start OpenSM service and set up InfiniBand cache nodes syndronization, do the following:

1. In the main menu click Hosts & Interfaces and move to the Adapters page (Figure

12).

2. Click OpenSM. A window to specify OpenSM service parameters appears (Figure 14).

All rights reserved © RAIDIX, 2018 Page 26/383

oY

b



an
<
>0
<
(@}
(@)
O
(]
(@}
Qx
O
b
(@]

RAIDIX o

Start OpenSM Service

i

L4 f452:1403:0033:5e91

Figure 14. Start OpenSM Service window

3. Select ports for synchronization and click Select .

If synchronization of caches is configured correctly, after creating of a RAID, its synchronization

status will change to On.

1.2.2. Set up iSCSI synchronization

@ Before setting up iSCSI synchronization, make sure that IP addresses of ports for

synchronization are present in the list of IP addresses in iSCSI settings.

¢cuC eA +08+uU0¢A ¢ecA+ucCaAybDoCyaA acucC y3#3)1 oa

NN

oY

1. In the main menu clickHosts & Interfaces and move to theiSCSI Targets page.

2. Inthe widget, select On for the Enable iSCSI to turn oniSCSI: parameter (Figure 15).

Enable iSCSI .:|

TCP port 3260

IP Addresses Al

CHAP Users

Figure 15. Enabling iSCSI

3. Inthe mainmenu, click Hosts & Interfaces and move to the Adapters page.

All rights reserved © RAIDIX, 2018 Page 27/383



RAIDIX 1 gayAycCcac
4. Click Synchronize targets to open a setup window (Figure 16).
Select Targets for Synchronization
4 iscsl =
Remote iSCSIIP: | 172.16.22.202 v
Figure 16. Targets for synchronization window

5. Select the iISCSI target type and Remote iSCSI IP for nodes cache synchronization

and click Select.

If everything is configured correctly, after the creation of a RAID, its synchronization

status would change to On.
@ If the desired IP address of the port is not on the list, verify that network settings of
b the remote node  are correct. To check the network configuration, in the main menu

click System and move to the Network page. Network settings are displayed in the
remote node interface.
1.2.3. Set up SAS synchronization
43 ¢uC A +06+UUCA ¢e¢A=+iCGadvipdoCyaA acucC 3! 317

1. On one of the nodes selectHosts & Interfaces > Adapters . The table, in which each

target corresponds to one SAS ports, appears (igure 13).
2. Click Target Synchronization to open a setup window.
3. SelectSASAddress au Cuu +acCccCucécAaAgyAdn 3! 3 AacCcCé¢

and click Select.
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4. Repeat steps 1-3 on the second node.
1.3.  Getting started

1.3.1 Create a RAID

To create a RAID, perform thefollowing:

1. Select Storage > RAID List and click Create a RAID . The pane of RAID creation will

open (Figure 17).
@raidix (@) admin

MONITORING

= RAIDIX NAS  HOSTS & INTERFACES ~ SYSTEM

Dashboard LGRSy  SparePoals Drives Drives Scan RAID Profiles RAID Import Proxied LUNs

RAID List is empty
% RAID Name

RAID Name
2GiB v 128 KiBw

erofile default v

Cancel

2. Inthe pane, define the following parameters:

In the RAID Name field, type the array name.

1
7 Inthe RAID Level field, select the level of the array. To learn more, see RAID Levels.
1 In the Drives field, click Select and select the drives from the list.Click Select.

@ To create a RAID, you can select both SSDsand HDDs.

Take into account that specific SSD wearing out occurs in RAIDs, containing both SSD

and HDD.

1 Inthe RAM cache size field, define the RAM cache size (the default is 2 GiB).

1 Enable or disable 4 KiB blocks write mode . It may improve performance in case of
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1 In the Stripe field, define the stripe size (the default is 128 KiB).

Click Create. In the RAID List, the created array will be displayed (Figure 18).

= RAIDIX GEXE s HOSIS& INTERFACES  SYSTEM  MONITORING raidix1 @—@m (8D 2cmin

Dashboard m SparePools Drives Drives Scan RAID Profiles RAID Import Proxied LUNs

RAID List

r 279 GiB 279 GiB RAID 10 13 — on @—D

Figure 18. An example of creating a RAID in DuaiController mode

1.3.2 Create a LUN

To create a LUN, do the following:

1. Select Storage > RAID List and click the name of the RAID.The RAID page will open
(Figure 19).

Figure 19. RAID page
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